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ABSTRACT Machine learning (ML) refers to algorithms (often models) that are learned directly from data,
germane to past experience. As algorithms have constantly been evolving with the exponential increase of
computing power and vastly generated data, privacy of algorithms as well as of data becomes extremely
important due to regulations and IP rights. Therefore, it is vital to address privacy and security concerns
of both data and model together with other performance metrics when commercializing machine learning
models. Our aim is to show that privacy-preserving machine learning inference methods can safeguard the
intellectual property of models and prevent plaintext models from disclosing information about the sensitive
data employed in training these ML models. Additionally, these methods protect the confidentiality of
model users’ sensitive patient data. We accomplish this by performing a security analysis to determine an
appropriate query limit for each user, using the European Spine StudyGroup’s (ESSG) adult spinal deformity
dataset. We implement a privacy-preserving tree-based machine learning inference and run two security
scenarios (scenario A and scenario B) containing four parts with progressively increasing the number of
synthetic data points, which are used to enhance the accuracy of the attacker’s substitute model. A target
model is generated with particular operation site(s) in each scenario, and substitute models are built with
nine-time threefold cross-validation using the XGBoost algorithm with the remaining sites’ data to assess
the security of the target model. First, we create box plots of the test sets’ accuracy, sensitivity, precision, and
F-score metrics to compare the substitute models’ performance with the target model. Second, we compare
the gain values of the target and substitute models’ features. Third, we provide an in-depth analysis to
check the inclusion of target model split points in substitute models with a heatmap. Finally, we compare
the outputs of public and privacy-preserving models and report intermediate timing results. The privacy-
preserving XGBoost model results are identical to the original plaintext model in the aforementioned two
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scenarios in terms of prediction accuracy. The differences between performance metrics of best-performing
substitute models and target models are 0.27, 0.18, 0.25, 0.26 for scenario A, and 0.04, 0, 0.04, and 0.03 for scenario
B for accuracy, sensitivity, precision, and F-score, respectively. The differences between target model accuracy and
the mean accuracy values of models in each scenario on the substitute models’ test dataset are 0.38 for scenario A
and 0.14 for scenario B. Based on our findings, we conclude that machine learning models (i.e., our target models)
may contribute to the advancement in the field of application where they are deployed. Ensuring the security of both
the model and the user data enables the protection of the intellectual property of ML models, preventing the leakage
of sensitive information used in training and model users’ data.

INDEX TERMS Homomorphic encryption, privacy-preserving machine learning, XGBoost.

I. INTRODUCTION
In today’s business world, as well as in academia, it is
essential to make data-driven decisions and gain insights
using data hoarded in unprecedented amounts, speed and
variety. The ever-increasing growth of vastly generated
data and breathtaking progress in computing and storage
technologies facilitate the development and adoption of
superior machine learning techniques with higher accuracy
values and faster computation times. Machine learning
(ML) techniques, which comprise methods and algorithms
that learn from data, have constantly been evolving over
the past 25 years, on par with the unrivaled increase in
computing power and data collection and storage. The
technological breakthroughs and trends in machine learning
trends provide companies and organizations incentives to
adopt data-driven approaches inmodus operandi [1]. As such,
machine learning techniques are widely used in various
industries, including finance, healthcare, medicine, bioin-
formatics, and e-commerce. Smartphone usage allows users
to benefit from machine learning models by sharing their
personal information, such as location and preferences. This
sharing of personal information leads to sensitive information
leakage from the users if privacy concerns are not properly
addressed [2].

Even though machine learning is the backbone of predic-
tive analysis, it is not sufficient to assess them, considering
only the functionality and the performance metrics such
as accuracy and AUC. It is also vital to address the data
and model owners’ privacy and security concerns. On par
with this argument, Privacy-Preserving Machine Learning
(PPML) has become a popular topic in the industry (due
to regulations such as GDPR compliance) and the research
community [3].

The first solution for privacy concerns is to encrypt all the
sensitive information before uploading it to a data store or the
cloud. Although offering a safe solution, the encrypted data
is useless before decryption. The breakthrough of homomor-
phic encryption schemes starting with Craig Gently’s seminal
work that introduced FullyHomomorphic Encryption scheme
(FHE), allowed us to compute directly on encrypted data [4]
without decryption.

Recently, homomorphic encryption has played a signifi-
cant facilitator role in the growth of Machine Learning as a
Service (MlaaS), as evident by the increasing number of

research papers and practical applications, utilizing HE
for privacy-preserving purposes in ML [5]. The users of
machine learning models benefit from privacy-preserving
computation, which allows them to put their sensitive data
into good use, free from security concerns. On the other hand,
the models counted as intellectual property, and storing it in a
trusted server protects the IP and business interest thereof [2].
When the privacy of the input data is assured, more and

more parties started to use such models, which results in
continual improvement in homomorphic encryption schemes
and machine learning models. Amazon Web Services (AWS)
is one of the most comprehensive cloud platforms, which also
implements homomorphic encryption schemes that allow
model training and inference on encrypted data [6].
Privacy-preserving machine learning (PPML) has become

a key focus in healthcare, leading to a diverse range of
approaches that protect sensitive patient data at various
stages. Some works rely on multi-party computation such as
Parra-Ullauri et al. [7] , demonstrating moderate slowdowns
for encrypted logistic regression. Others, such Lee et al.
[8] and Chen et al. [9], apply homomorphic encryption to
boosting or deep models, achieving promising privacy gains
but typically centering on training-phase confidentiality.
Meanwhile, studies leveraging differential privacy, including
Wei et al. [10] , enable federated training across multiple
institutions at the cost of some model accuracy. Finally,
Wu et al. [11] and Hassan et al. [12] have shown how
decision-tree-based methods can be encrypted for healthcare
classification tasks, though these solutions often concentrate
on data protection alone rather than robustly guarding the
model’s intellectual property.

As MLaaS increases in popularity, more organizations
target using their ML assets without disclosing the models
themselves. European Spine Study Group (ESSG) is an
example, which was founded in 2010 by European spinal
deformity surgeons to develop an adult spinal deformity
database to evaluate clinical outcomes and mechanical
complications. Tiwari et al. [3] suggested that there is still
room for research on inference phase rather than other
machine learning steps in the near future, as most of the past
studies focus on data aggregation and training phases. In this
study, we aim to implement a privacy-preserving inference
scheme based on homomorphic encryption for the models
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generated with the ESSG data and perform a security analysis
of the model stored in a trusted server, as the MLaaS give out
information about the model in every query.

Our motivation is to show that homomorphic encryption
schemes can be employed in privacy-preserving machine
learning inference to protect both the privacy of the ML
models and sensitive user data. One of the primary challenges
in PPML is maintaining the accuracy and performance of ML
models while implementing encryption and other privacy-
preserving techniques. Often, these measures can dilute the
model’s effectiveness, leading to a trade-off between privacy
and performance. Secondly, maintaining the ML models’
intellectual property (IP) poses a significant challenge in our
study. To protect IP on the models developed, we provide
a security analysis to define an appropriate query limit per
user with ESSG’s adult spinal deformity dataset, as unlimited
access to query models may result in constructing as
accurate substitute models from the query results as the
target model. Healthcare data security encompasses a wide
range of threats, from vulnerabilities in biomedical IoT
devices [13] to the complexities of secure enclaves [14]
. By focusing on encrypted inference, our system partially
avoids pitfalls associated with insecure edge nodes or
untrusted hardware. Incorporating these broader security
considerations complements the present study’s focus on
inference confidentiality.

A. OUR CONTRIBUTIONS
In this section, we outline our contributions to the field and
list them under the three main categories.
• A novel privacy-preserving prediction method: This
study adapts our novel approach introduced in [15]
to perform machine learning inference on encrypted
medical data.The method employs specialized encoding
techniques for both the model and the data, enabling
the XGBoost algorithm—or any tree-based machine
learning algorithm—to operate without decrypting the
data, thereby maintaining the confidentiality of sensitive
information. By adopting an efficient encoding approach
akin to one-hot encoding and utilizing logical gate
operations for comparisons, the study successfully mit-
igates the computational challenges typically linked to
comparison operations on encrypted data. This approach
guarantees that the model can execute the required
computations both swiftly and precisely.

• Comprehensive security analysis: In this study, we con-
duct a thorough security analysis to evaluate the robust-
ness of the privacy-preserving methods against potential
attacks. In our analysis, we use realistic adversarial
models, where an attacker can work alone or colluding
with others to compromise the machine learning model.
We also show that the patient data can be secured
with cryptographic techniques.This analysis is essential
for identifying vulnerabilities in PPML models and
ensuring their robust defense against malicious activities
without compromising the intellectual property of

the inference algorithms. As detailed in the related
work Section II-C1, the XGBoost algorithm has been
demonstrated to be effective in predicting mechanical
complications in ASD patients. Consequently, in our
security scenarios, we employed the XGBoost algorithm
for both the target and substitute models to leverage
its predictive capabilities. Our analysis suggests that
protecting the inference model is not possible in realistic
scenarios where the model is relatively simple due to
explainability requirements and care must be taken to
protect the output of the model such as limiting the
number of queries. We also show a methodology to
determine a threshold for the number of allowed queries
to keep the model private.

• Implementation and a practical application in a real-
world scenario: We provide a practical implementation
of our approach using an open-source homomorphic
encryption library, which demonstrates the feasibility of
deploying advanced cryptographic techniques in real-
world settings. This aspect of the study illustrates the
scalability and adaptability of the proposed methods,
affirming their applicability across a broad spectrum of
applications.

II. BACKGROUND
In this section, we provide the background knowledge
relevant to the discussions in the subsequent sections.

A. HOMOMORPHIC ENCRYPTION
Homomorphic encryption enables calculations on cipher-
texts, where results are the same as the plaintext operation
when we decrypt the resulting ciphertext. Homomorphism
in algebra is a map between two mathematical objects
while preserving their structures. To define homomorphic
encryption, there should be a mapping from the algebraic
object A to another one B, f : A → B, such that we
have f (a) × f (b) = f (a ⊗ b) holds for operations × in A
and ⊗ in B. The encryption is additively homomorphic if
f (a + b) = f (a) ⊞ f (b) and multiplicatively homomorphic
if f (a · b) = f (a) ⊙ f (b) [2], [4]. An encryption is
partially homomorphic if it only allows one operation, such
as RSA and ElGamal schemes. Gentry et al. proposed a
fully homomorphic encryption (FHE) scheme in 2009, in a
seminal work [4], where they showed that it is possible to
support both operations of algebraic structure using noise
to encrypt messages. The authors proposed an ingenious
idea captured in bootstrapping operation, which allows
theoretically unlimited number of homomorphic operations
in the presence of ever-increasing noise in the ciphertext after
each homomorphic operation, which renders the ciphertext
undecryptable after a certain number of such operations. The
multiplication operation, in particular, increases the noise
level significantly. The solution is to apply bootstrapping just
before the noise budget is exhausted, which decreases the
noise level by generating a fresh ciphertext with a new noise
budget. Although significant progress is achieved each year
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in developing better implementation of FHE schemes [16],
[17], in this work, we use somewhat homomorphic encryption
schemes, where expensive bootstrapping is avoided, and only
available noise budget is used.
Comparison of HE with other PETs: In our work,

we assume the existence of an XGBoost model hosted by a
server where clients send their queries to obtain predictions.
There are different cryptographic techniques to provide data
privacy, including homomorphic encryption (HE), secure
multi-party computation (MPC), and differential privacy
(DP). Both homomorphic encryption (HE) and secure multi-
party computation (MPC) are strong candidates for protecting
the client’s data during inference, while DP is less suited
for this setting. DP introduces noise to ensure privacy,
which creates a trade-off between privacy and accuracy.
However, it does not fully protect the client’s data during
computation, making it unsuitable for scenarios where exact
privacy is essential. Conversely, MPC provides complete
privacy for client data through distributed computation.
Despite its stronger privacy guarantees, MPC suffers from
significant communication overhead, making it impracti-
cal for large-scale applications. In contrast, HE allows
computations directly on encrypted data, ensuring robust
privacy while avoiding MPC communication bottlenecks.
Adopting HE for complex tasks might be challenging due
to its computational limitations, particularly for non-linear
functions and comparison operations. However, our method
addresses these challenges by simplifying costly comparison
operations into more efficient multiplications. Multiplication
operation leverages batching and NTT techniques in modern
HE schemes, significantly improving performance. As a
result, We have chosen HE as the main privacy-enhancing
technology of this work, and our framework demonstrates
that HE is now a practical and efficient solution for privacy-
preserving XGBoost inference, overcoming its traditional
limitations
Post-Quantum Security and Efficiency Enhancements:

Our work aligns closely with lattice-based cryptographic
techniques, which form the backbone of many post-quantum
cryptographic (PQC) schemes. For instance, using key
encapsulation mechanisms (KEMs) mirrors the security
assumptions of lattice-based key exchange (KE) schemes.
Both approaches rely on the hardness of problems like Learn-
ing With Errors (LWE) or Ring-LWE, ensuring resilience
against quantum attacks. As a result, our proposed method
inherits strong post-quantum security guarantees.

Moreover, the efficiency of our homomorphic encryption-
based approach is further enhanced by the integration of
the Number Theoretic Transform (NTT), a key optimization
in lattice-based cryptography. The use of NTT significantly
accelerates polynomial arithmetic operations, which are
foundational to both KEMs and similar PQC schemes. Thus,
if NTT computations are optimized, schemes akin to ours
can achieve both high security and impressive performance,
reinforcing their practicality for post-quantum applications.

A class of practical FHE schemes allow concurrent
execution of the same homomorphic operation on multiple
data thanks to the batching technique, where many data
points can be encoded into the slots of one ciphertext. This
way, with one homomorphic operation, many data points are
homomorphically evaluated.

B. XGBoost ALGORITHM
XGBoost is a supervised decision tree ensemble method
inspired by the gradient boosting method [18], which
uses gradient descent algorithms to boost weak learners.
Algorithms are additive models, meaning the algorithm
builds a new weak classifier with the previous model’s
residuals at every iteration. Hence, every weak classifier built
must consider what the previous models fail to capture since
the algorithm does not allow any change in the previously
made classifiers. Bagging (bootstrap aggregation) is another
technique in the XGBoost algorithm to increase the model’s
accuracy by selecting a ratio of the input data each time a tree
is built. Boosting allows the constructed model to be more
robust as it will reduce the variance of a data set with noise
common in real-world applications [19].

C. RELATED WORK
In this section, we provide preliminary background on two
papers on which the current work is based.

1) BUILDING CLINICALLY ACTIONABLE MODELS WITH
XGBoost ALGORITHM
Our work can be considered as the continuation of the
work ‘‘Building Clinically Actionable Models for Pre-
dicting Mechanical Complications in Postoperatively Well-
Aligned Adult Spinal Deformity Patients using XGBoost
Algorithm’’ [20]. In the paper, a subgroup of adult
spinal deformity (ASD) patients is analyzed, namely the
proportioned subgroup. After correlation elimination, nine
times threefold cross-validation is used for hyperparameter
optimization. The best parameter set performance metric is
found to be the F-score. The scale positive weight parameter
is defined by negative instances over positive instances, and
the subsample and column sample parameters are set to the
default (1). A final model is built with all training data after
cross-validation. To reduce the complexity of the model, the
bagging technique is not used. Therefore, the best feasible
parameter set becomes less complex.

The feature selection process is continued in the
model-building phase to eliminate non-sensible and non-
explainable features. With the hyperparameter selection
method explained in the above paragraph and the expert-
guided feature elimination in consecutive model-building
stages, clinically explainable models are obtained. The
expert-guided model produces four trees and 16 leaves with
seven features. The model achieves 74% accuracy, 80%
sensitivity, 73% specificity, and 95% negative predictive
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value, while the precision is 36%. To summarize, the
proposed model to predict mechanical complications in [20]
is a calibration of XGBoost algorithm aiming to produce
clinically actionable models.

2) PRIVACY PRESERVING MACHINE LEARNING INFERENCES
FOR TREE-BASED ALGORITHMS
There are two common approaches in privacy-preserving
machine learning studies: differential privacy and homo-
morphic encryption. Differential privacy safeguards a model
by preventing unauthorized access to training data, while
homomorphic encryption uses a server as an entirely opaque
intermediary between the data holders, delivering computa-
tional power without accessing any plaintext data. However,
these approaches vary greatly and come with their own
specific challenges: differential privacy typically requires
adding perpetual and limitless noise, whereas homomorphic
encryption is limited to working with numerically encoded
values that have a strict bit-length limitation [21]. Although
the use of differential privacy in PPML delivered promising
results with a minimum reported F-score 0.85 in [22],
0.94 in [23] for naive Bayes classification and 0.88 in [24]
where the authors tried commonly used machine learning
algorithms with five different health datasets, we applied
homomorphic encryption in our study as our project require-
ments align with the usage of HE.

Our work can also be identified as a real-world application
of the methodology proposed in the paper ‘‘ML with
HE: Privacy-Preserving Machine Learning Inferences for
Genome Studies’’ [25]. The proposed method eliminates
the need for comparison operations in the inference phase
of privacy-preserving machine learning by leaking some
non-essential information about the model. For example,
in [25], the split points used in the target model alongside
with random ones are disclosed to model users for them to
construct their encrypted query. While privacy indications of
leaking such information for practical usage of the model are
discussed in the study, disclosing split points is found to be
necessary for efficiency and effectiveness in practicable use
of models [26], [27]. Section IV provides more information
about their work.

Before [25] two methodologies were proposed comparison
function of HE algorithms [28], [29], and those methods
were inefficient in practice [30] as they need many iterations
in their algorithms which causes high level of noise and
longer execution times. By following [25] and its encoding
algorithm, we propose an efficient inference methodology
for mechanical complication prediction in ASD patients
by expressing comparison operations with multiplication
operations and disclosing insensitive information about the
model, i.e split points of the model with the arbitrarily
selected random ones, the encoding rules. This inference
algorithm was tried with various public datasets and the
results were reported and compared with the literature in [15]
and [25].

III. METHODS AND DATA SETS
This section gives detailed information about the data set and
the methods used in our study.

A. THE ESSG DATASET
Medical data, which is essential for discovering disease
trends, enabling personalized treatments, and advancing
healthcare technology, is protected by HIPAA in the United
States and GDPR in the European Union to ensure patient
privacy rights. Therefore, the security and privacy of medical
datasets must be maintained at all times. As ESSG ensures
the confidentiality of its adult spinal deformity data set, the
authors of this study do not have the option to publish patient
records. Below, the ethics approval and consent to participate
and the inclusion criteria of the study are explained briefly.

Institutional review board approval was obtained for
patient enrollment and data collection protocols at each
site. This study was approved by the Acıbadem University
Medical Research Evaluation Board (Acıbadem Üniversitesi
Tıbbi Araştırmalar Değerlendirme Kurulu – ATADEK) with
the approval reference number 2019-11/34. This study
took place in Acıbadem University and ATADEK is the
medical research evaluation board of Acıbadem University.
Each patient provided written informed consent before
participation in the study. All the methods were carried out
following the Declaration of Helsinki.

The ESSG dataset used for the analysis consists of data
from 6 European sites and 244 patients collected between
2010 and 2019. Patients included in the study are at
least 18 years old and have at least one of the following
measurements: Cobb angle ≤ 20◦, sagittal vertical axis
≤ 5 cm, pelvic tilt ≤ 25◦, or thoracic kyphosis ≤ 60◦.
Furthermore, patients underwent at least four levels of
posterior instrumented fusion, had a postoperativeGAPScore
of 0, 1, or 2 (postoperatively well-aligned), and had at least
two years of follow-up. In total, 196 features are included
in this study, consisting of patients’ characteristics, radio-
graphic measurements, technical details, and patient-reported
outcome measures. The response variable of the dataset
is mechanical complications, a combination of the various
mechanical complications seen after ASD surgeries [31]

Besides age, body mass index (BMI), follow-up time after
surgery, and the estimated blood loss in operation, there
are also more technical features used in this study; namely,
LIV location, the number of levels fused multiplied by
construct location, and pre-operativeODIWalking score. LIV
location is an ordinal feature to locate the lowest instrumented
vertebrae. Spinal fusion is an operation that permanently
joins together one or more bony vertebrae of the spine to
eliminate motion. For instance, a two-level fusion fuses
three vertebrae together, while a three-level fusion joins four
vertebrae. Next, construct location is the feature that shows
which parts of the spine are operated, and the encoding starts
from 0 and increments by one in the given order: Thoracic
only vs lumbar only vs thoraco-lumbar vs lumbo-sacral
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vs thoraco-lumbo-sacral vs cervico-thoracic vs cervico-
thoracolumbar vs cervico-thoraco-lumbo-sacral. Also,
Oswestry Disability Index (ODI) is the most common
patient-recorded outcome measure related to pain. For more
information on the dataset, one can profitably refer to [20].

In the security analysis section of the work, we split the
dataset into target and substitute model sets and assume that
the latter is under the control of the adversary. We reserve test
sets using stratified sampling for both groups. We name the
training/test data sets of the target model as the training/test
sets and training/test data sets of the substitute model as
the attacker training/test sets. The response variable of the
attacker training data is set to target model predictions, and
in all other datasets, the actual mechanical complication
outcome is used.

B. PRIVACY-PRESERVING XGBoost INFERENCE
An XGBoost model is an ensemble of boosted trees where
the leaf nodes carry scores. The inference procedure begins
by passing and evaluating the input features through each
tree, where the model calculates the final prediction score
by summing up the individual tree scores. For this purpose,
the input features should be compared to the split points
of the nodes determined in the training phase. However,
the comparison operations performed during prediction
can reveal sensitive information about the input data or
the underlying model. One practical approach to ensuring
data privacy is using homomorphic encryption (HE) in
XGBoost. HE allows performing computations on encrypted
data without disclosing sensitive information. Nevertheless,
certain operations, such as comparison, are computationally
demanding over encrypted data with the HE. To alleviate the
cost of the comparison operation, Mağara et al. [25] proposed
an efficient encoding method that formulates the comparison
operation in terms of multiplication operations. In this study,
we adopt the proposed method, whose details are provided in
Section IV, to protect the developed XGBoost model against
model stealing attacks. Also, we provide a security analysis
of the method and possible leakage scenarios in Section V-D.

FIGURE 1. Client-server model and the flow of the privacy-preserving
XGBoost inference algorithm.

For the implementation of our method shown in Figure 1,
we utilize the open-source homomorphic encryption library,
PALISADE (currently known as OpenFHE1). The library
provides support for various HE schemes, including BFV and

1https://www.openfhe.org/

HEAAN (a.k.a. CKKS). The BFV scheme is well-suited for
integer computations, while the CKKS scheme supports real
numbers and approximate computing [2], [26]. As we work
with real numbers, we implement our XGBoost inference
algorithm using the CKKS scheme of the PALISADE
library following the work employed in [25]. The CKKS
scheme has IND-CPA level security, and it is based on the
hardness assumption of the ring learning with errors (RLWE)
problem [29].

C. TARGET MODEL CROSS-VALIDATION AND
PERFORMANCE METRICS
We train our target models in security scenarios to predict
mechanical complications in proportionally aligned ASD
patients according to the Global Alignment and Proportion
(GAP) score methodology [31]. Combining all the mechan-
ical complications as performed in [31], we can formulate a
binary classification problem, where we define the presence
of mechanical complication(s) as positive instances and
healthy patients as negative instances. However, the GAP
methodology is insufficient to predict the mechanical com-
plications itself, and other pre-operative, operative, and post-
operative features help increase the predicting power [32],
[33], [34]. Therefore, we use the features found significant by
the clinically explainablemodel of the work in [20]. These are
LIV (lowest instrumented vertebra) location, estimated blood
loss, pre-operative ODI walking score, age, BMI, the number
of levels fused multiplied by construct location, and follow-
up time after surgery.

Since it is crucial to predict possible mechanical compli-
cations because there is less possibility of suffering from
a mechanical complication in the proportionally aligned
subgroup of ASD patients, we set the scale positive weight
parameter to the ratio of negative instances over positives to
give more weight to positive cases [35]. We use the default
parameters (i.e., 1) for column and row sample parameters.
The close hyperparameter space is searched to find the
best hyperparameter set using F-score as the performance
metric. Nine times threefold cross-validation is used for
hyperparameter optimization. The final models are built with
all training sets. With our target model training methodology,
we are able to produce target models that are similar to the
clinically explainable XGBoost model in [20].

The means (and standard deviation) of the area under the
receiving operating curve (AUROC), sensitivity, specificity,
area under the precision-recall curve (AUPRC), precision,
and F-score are calculated for cross-validation analysis. For
the target models, confusion matrices and accompanying
metrics of the training, target, and attacker test sets are
calculated. Even though we present AUC and AUPRC values
in the cross-validation analysis to compare the models, 0.5 is
used as the default threshold value to predict mechanical
complications when we build the target models. That’s
why the tables of cross-validation and the final target and
substitute models have accuracy results instead of AUC and
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AUPRC values. Also, the feature importance graphs are
provided using gain values.

IV. IMPLEMENTATION OF PRIVACY PRESERVING
XGBoost INFERENCE
The XGBoost inference algorithm requires comparison
operations at each node of the model trees. Due to its
prohibitive cost, the homomorphic comparison operation is
the most significant barrier to XGBoost inference working
on encrypted data. Therefore we use the encoding method for
privacy-preserving XGBoost inference following the solution
by Magara et al. [15]. The methods used to encode data
and the model are based on the split points in the XGBoost
trees. The encoding approach relies on the split points
of the XGBoost trees to encode the data and the model.
By encoding the data based on its value range, we can
represent the comparison result as either 1 or 0. This is
achieved through digit-by-digit multiplication of the data and
model encodings. Consequently, the complex homomorphic
comparisons are transformed into simpler homomorphic
multiplications, as described below. The explanations of
terms used in this section are presented in Table 1.

TABLE 1. Explanation of terms.

The training stage of the XGBoost algorithm determines
the optimal splitting points and features, resulting in various
split point values for a feature. Magara et al.’s method
leverages these split points to encode both the model and
the query data. To further obscure the model and prevent
clients from gaining insights into the underlying structure, the
model owner can add more random split values as encoding
rules instead of using the original split points only. This
addition ensures that the split values clients receive are not

purely derived from the data and the model, adding a layer
of randomness and making it harder for clients to reverse-
engineer or infer the details of the model. Below, rules for
encoding the decision rules and the client data are explained,
and pseudocodes can be found below, titled Algorithm 1
and 2.

A. ENCODING OF THE DECISION RULES
The decision rules encoding algorithm encodes a given split
point s using a series of buckets represented by B. This
encoding procedure is used to create a binary representation,
Es, based on the position of s relative to predefined intervals
(buckets). Each bucket, Bi, is defined by a range [si, si + 1),
indicating that it includes si but does not include si + 1.

The encoding starts by initializing Es as a zero vector, with
the length equal to the number of features nF . The algorithm
then iterates over each bucket Bi in the set B. For each bucket,
it checks if the split point s is greater than or equal to the lower
boundary si of the bucket. If s falls within this criterion, the
corresponding index i in the vector Es is set to 1, signifying
that s is at least as large as si.

The resulting vectorEs is a sparse binary vector where each
element corresponds to a bucket and is set to 1 if the split point
s meets the criterion of that bucket. The process effectively
translates the continuous value s into a discrete binary format
that simplifies further modeling or decision processes. The
encoded vector Es is then returned as the output of this
procedure, providing a structured way to represent where the
split point s falls relative to a series of defined intervals.

Algorithm 1 Decision Rule Encoding
Input Split point of the rules s and the buckets B
Output Es: The encoding of value s

1: procedure EncodeRule(s,B)
2: Es← ⟨0, 0, . . . , 0⟩ ▷ |Es| = nF
3: for each bucket Bi in B do
4: if s ≥ si then ▷ Bi = [si, si+1)
5: Es[i]← 1
6: end if
7: end for
8: end procedure

B. ENCODING OF THE CLIENT DATA
The client data encoding algorithm is designed to encode a
specific feature value, f , from a query using a predefined set
of buckets,B. This encoding process translates the continuous
or categorical feature value into a binary vector format. The
encoding begins by initializing a zero vector Ef , with the
length equivalent to the number of buckets. Each bucket Bi
in the set B defines an interval, represented as [si, si + 1),
indicating a range that includes si but excludes si + 1.
The procedure iterates over each bucket Bi. For each

bucket, the algorithm checks if the feature value f falls within
the bounds of Bi. If f is found to be within a bucket, the
corresponding index i in the vector Ef is set to 1. This
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indicates that the feature value belongs to the interval defined
by that particular bucket. Once f is assigned to a bucket, the
loop breaks, ensuring that Ef remains a sparse vector where
only one element is set to 1, corresponding to the bucket
containing the value f . The vector Ef serves as the encoded
representation of the feature value f .

Algorithm 2 Query Data Encoding
Input Feature value f and the buckets B
Output Ef : The encoding of the feature F

1: procedure EncodeQueryData(f ,B)
2: Ef ← ⟨0, 0, . . . , 0⟩ ▷ where |Ef | = |B|
3: for each bucket Bi in B do
4: if f ∈ Bi then
5: Ef [i]← 1
6: break
7: end if
8: end for
9: end procedure

C. COMPARISON USING THE ENCODINGS
For example, let Ef be the encoding of a feature f , and Es
be the encoding of a split point s. Then, their homomorphic
multiplication results in all zeros if Ef is not smaller than
Es. Otherwise, it contains a single digit which is one. The
following example shows two sample comparison operations
using the adopted encoding methods:

150 : 0 0 1 0 0 150 : 0 0 1 0 0

147 : ◦ 1 1 0 0 0 153 : ◦ 1 1 1 0 0

150
?
< 147 : 0 0 0 0 0 150

?
< 153 : 0 0 1 0 0

Here, the first and the second operands represent the data
and split point values, respectively. Note also that the number
of split points is limited to 5 in the above example and 16 in
our study, and for the data, one-hot encoding is used.

D. CALCULATING TREE SCORES
Using this encoding, we can effectively compare an encrypted
feature’s value with a node’s value within the model with a
single homomorphic multiplication. If the feature value is
smaller, the result is encoded as 1; otherwise, it is 0. It’s
important to note that the prediction data remains encrypted
throughout this process. Consequently, the comparison result
is also encrypted, allowing us to navigate to the correct leaf
node without the need for decryption. The boolean nature of
the node values facilitates this.

In the structure of complete binary trees with a depth
of 2, there are precisely four possible paths as shown in
Figure 2. The comparison value of node i is indicated with
zi and the scores associated with the leaves are denoted
by ci. From this configuration, the values of the paths are
expressed algebraically, which allows for determining the
outcome path without decrypting the values, thus maintaining
the encryption throughout the process.

FIGURE 2. Target model’s first tree in the initial security scenario.

Using the structure of complete binary trees with a depth
of 2, the formulae for calculating the paths are defined as
follows:

p1 = z1 ∗ z2 ∗ c1
p2 = z1 ∗ (1− z2) ∗ c2
p3 = (1− z1) ∗ z3 ∗ c3
p4 = (1− z1) ∗ (1− z3) ∗ c4

In this configuration, only one path, the correct one, will
have a nonzero value at any given time, while the values
for the other paths will be zero. Thus, the summation of all
p values results in the score of a single tree. This leads to
a simplified expression for a single tree’s score where l’s
represent the leaf node scores:

score = (z1 − 1) ∗ l3 ∗ z3 + (z2 ∗ l1 + l2) ∗ z1 + l4

The Tree Score Calculation algorithm determines the
cumulative score based on internal node values and leaf
values in a binary tree. Each internal node in the set
Z contains comparison results, while the leaf values are
contained in set L. The algorithm processes each path from
a leaf to the tree’s root, dynamically building a path list
by evaluating whether to take a node’s direct value or its
complement, depending on the node’s index. This decision
simulates the traversal through either the left or the right
child of a binary tree node. For each path, values are
combined using a function, BinaryTreeMultiplication, which
presumably multiplies all the values along the path. Each
resultant path value is then multiplied by its corresponding
leaf value to determine that path’s contribution to the overall
tree score. Finally, the contributions from all paths are
summed to compute the TreeScore, which is the algorithm’s
output.

The comparison operations should be performed at each
internal node for the XGBoost inference. The batching
feature of homomorphic encryption enables homomorphic
evaluations of comparisons on many multiple nodes simul-
taneously. Hence, the encodings of all model nodes with
the same index are encrypted into the slots of a single
ciphertext for computation efficiency. Below we explain how
the batching feature is utilized to implement the XGBoost
inference using this encoding method.

37438 VOLUME 13, 2025



B. Balaban et al.: PPML Inference for Clinically Actionable Models

E. XGBoost INFERENCE PROTOCOL
The client initiates the inference protocol by connecting to the
server. First, the server sends the encoding rules, including
the split points of the features and the batch size. The batch
size is the length of the vector to be encrypted, which depends
on the number of trees. It is suggested to use a higher value
instead of the required length to hide the positive correlation
between the input array lengths and the number of trees.
In line with this, we select the maximum batch size permitted
in our CKKS setting. Furthermore, the model owner adds
some random points to the split point set to conceal the
actual split points. These modifications affect neither the
model’s performance nor accuracy due to the batching
feature. We fixed the batch size at 4,096, corresponding to
half of the minimum required ring dimension (8,192) in our
CKKS setting. Also, the number of split points is fixed to
16 for each feature by adding random values.

In addition, the protocol hides the order of the features in
the nodes. To this end, the client is required to encode the
feature values and create a ciphertext Cf for each feature
separately by concatenating their encoding value.

Cf = Enc(Ef ||Ef || . . . ||Ef ).

Then, the features are ordered privately at the server side
using masks (Mask) produced by the model owner as shown
in Equation 1.

Fj =
m−1∑
i=0

Mask ij ◦ Cfi . (1)

In Eq. 1, Fj refers to the ciphertext of feature values of the
client data, which are organized with the same order as the
jth nodes of the model, and m is the number of features.

After the ordering phase, the comparison operation for jth

nodes of all trees is applied by homomorphically multiplying
Fj with the model ciphertext for jth nodes. This operation is
explicitly formulated in Equ 2

Zj = Mj ◦ Fj, (2)

whereMj is the jth node of the model and Zj is the ciphertext
containing the comparison results of the jth nodes of all trees.
To calculate tree scores, the comparison results of nodes on

a path from the root node to a leaf node are homomorphically
multiplied, which will be the score of the corresponding leaf
node. If all comparison results on a path are non-zero, the
score of the corresponding leaf node will be the score of its
tree, as the scores of other leaf nodes on the same tree will
be 0. Then, the scores of the leaf nodes of the same tree are
summed to compute the tree’s score. Since the selected leaf
node is not revealed, this method does not leak information
about the query data to the server. The explanation of the
tree score calculation algorithm is given previously and the
pseudocode can be found in [15] on page 27.

Finally, all tree scores are added using homomorphic
operations such as rotation and summation. After decryption,
values smaller than 0 correspond to minimal/no risk of

mechanical complications. This number is homomorphically
multiplied with a random positive number, and the rest is
multiplied with 0 to hide the tree score information before
the decryption. This part is referred to as final masking.

The multiplicative depth and scaling factor are two other
important parameters in the CKKS scheme. Multiplicative
depth is the number of consecutive multiplication operations
in the algorithm. Additionally, homomorphic operations,
especially multiplication operations, add up noise in the
ciphertext. To minimize the noise/error growth in the
ciphertext, CKKS schemes scale up the value by scaling
factor bits, making the scaling factor an indicator of precision
in the CKKS scheme. Following [25], we set the parameters
multiplicative depth and scaling factor bits of the CKKS
object parameters to 5 and 16, respectively. For more detail,
readers are referred to the original work [15].
Model information in our proposed model consists of

four files. The first step of the model owner is to produce
16 random split points for all features including the target
model split points which is the first file. For example, the
encoded values of the first tree’s nodes shown in Figure 2
are 6, 4, and 2 for EBL, F-upTime, and ODIws nodes,
respectively. The second file is the split information file. It is a
binary file of 288 bits considering three nodes of six trees and
16 possible split points in scenario A. There are three nodes
since both of our target models in the security scenarios have
depth two. The third file is the masking file for each feature
which is 56,488 bits considering six trees, 16 possible split
points, three nodes, and 196 features. The masking file has
1 for consecutive 16 bits if that feature is used in that specific
node. Lastly, leaf scores are stored in the trusted server by
multiplying them by ten thousand to remove the fractions
from the scores. A model user queries the model by sending
each of the encoded features. Even though the batch size is
selected as 4,096 bits to hide the tree counts of the target
models, only the first 96 bits are used to produce the output
for each feature for a six-tree-long ensemble.

F. COMPUTATIONAL COMPLEXITY
A complete analysis of the utilized inference method is
given in [15], and they discuss the effect of the model
complexity with the support of the experimental results in
Sections 4.4.1. and 4.4.2. We also provided the tree score
calculation method earlier, along with explanations of the
node comparison and inference steps. Based on these and the
complete analysis given in [15], the multiplication depth of
the circuit for the homomorphic inference operation mainly
depends on the model’s depth, dmax . According to the tree
score calculation method, computing tree scores requires
⌈log2dmax⌉multiplications. Additionally, masking and order-
ing, node comparison, and final masking each require one
multiplication. Consequently, the total multiplication depth
of the circuit is ⌈log2dmax+4⌉. In our method, where the tree
depth is 2, the multiplication depth is ⌈log22+ 4⌉ = 5.
Moreover, another computationally intensive operation

in homomorphic encryption is the rotation function. The
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number of rotation operations required is determined by
the model complexity, which depends on the total number
of trees in the model (nTT ) and the encoding length (nE ).
The relationship between the rotation operation and the
model complexity is also logarithmic, resulting in log2 nE +
log2 nTT rotation operations necessary for the entire inference
protocol.

In conclusion, the computational complexity of our
homomorphic method is dependent on the complexity of
the XGBoost model. As the model becomes more complex,
characterized by an increase in the number of trees, the
number of split points, and the depth of the trees, the compu-
tational complexity of our solution also increases. However,
this increase is not linear; it scales logarithmically with
these factors, making the change sublinear. This logarithmic
change means that the computational demands grow with
sublinear to model complexity specifically, in proportion to
the logarithm base 2 of the number of trees, split points, and
tree depth.

V. SECURITY ANALYSIS
A. SECURITY ANALYSIS OF HOMOMORPHIC ENCRYPTION
Homomorphic encryption (HE) has emerged as a founda-
tional building block for secure computation, offering robust
protection against classical and quantum adversaries. As a
post-quantum cryptographic (PQC) secure method, HE relies
on the hardness of lattice-based problems such as Learning
With Errors (LWE) or its variants, which resist attacks
from conventional and quantum computers. This resilience
ensures that HE provides a strong basis for protecting data
confidentiality in sensitive applications, such as privacy-
preserving machine learning. While the theoretical security
of HE is well-established, its practical implementations
may still be vulnerable to various types of attacks that
exploit weaknesses beyond the cryptographic assumptions.
Timing attacks, such as side-channel attacks, do not break
the underlying cryptographic primitives but instead target
system-level behaviors or implementations. These attacks
highlight the need to address practical security concerns
alongside the theoretical strengths of HE.

Side-channel attacks exploit unintended information leak-
age during cryptographic operations, such as key generation
or decryption. For instance, Aydin et al. demonstrated how
the Number Theoretic Transform (NTT) in SEAL’s key
generation process could be vulnerable to such attacks,
even when countermeasures like random delay insertion
are applied [36]. However, our framework does not involve
key generation, nor does it allow the server access to
plaintexts. Similarly, the cache timing attack described in [37]
leverages Barrett multiplication during decryption to infer
secret information. Since our setup involves no decryption
service on the server side, this class of attack is not applicable.

Timing attacks leverage variations in computation time
to infer sensitive information. For example, the study of
error leakage via timing channels in the TFHE library [38]

shows how attackers can cluster timing data to reduce the
range of error values, potentially enabling future recov-
ery of secret keys. While this attack is relevant in HE
schemes involving ciphertext decryption, it does not affect
our system, as the server performs operations entirely on
encrypted data. To further safeguard against timing attacks,
we ensure constant-time responses by fixing the number
and depth of trees in computations and adding dummy trees
when necessary. These measures obfuscate any observable
timing differences, rendering timing attacks infeasible in our
framework.

B. LITERATURE OF SECURITY ATTACKS
ML systems, while powerful, are increasingly subject to
various security threats that compromise their integrity,
confidentiality, and availability. These attacks range from
poisoning attacks that aim to corrupt the training process
to inference attacks that exploit vulnerabilities in deployed
models. Below, we explore key categories of ML security
attacks and their relevance to PPML frameworks.

Poisoning attacks target the training phase of ML models,
where adversaries inject malicious data into the training
set to degrade the model’s performance or manipulate its
behavior. For instance, a subtle modification of the training
data could bias a model toward incorrect outputs, enabling
adversarial manipulation of predictions. While these attacks
are significant, our work focuses on secure inference and
does not involve training, which limits the applicability of
poisoning attacks in our context. However, understanding
these threats is critical for developing end-to-end PPML
systems.

Membership inference attacks aim to determine whether
a specific data point was part of a model’s training dataset,
posing significant privacy risks. These attacks typically
analyze differences in themodel’s output probabilities or con-
fidence scores, which may inadvertently reveal information
about the data used during training. For instance, models
trained on a specific dataset may exhibit overconfidence
when predicting on data points they have encountered during
training, providing adversaries with a statistical signal to infer
membership.

In the context of PPML, mitigating membership inference
attacks requires reducing overfitting and ensuring that the
model’s outputs reveal as little information as possible about
the training data. Techniques such as differential privacy and
regularization can help by minimizing overconfidence in pre-
dictions. While our framework does not specifically address
membership inference attacks, the use of HE inherently
adds a layer of protection by ensuring that all computations
are performed on encrypted data. This prevents adversaries
from directly accessing model outputs in plaintext, making it
significantly harder to perform membership inference.

It is worth noting that while HE protects against direct
exploitation of model outputs, a comprehensive defense
against membership inference attacks in PPML frameworks
would require incorporating additional techniques, such as
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training with differential privacy, to reduce the risk of leakage
from output distributions.

Other attack vectors in ML systems include evasion
attacks, where adversaries craft adversarial examples to
bypass themodel, andmodel inversion attacks, which attempt
to reconstruct sensitive information about the training data.
While these attacks highlight the vulnerabilities of ML
systems, our framework focuses on inference security under
homomorphic encryption, where encrypted-only computa-
tions inherently mitigate many direct attacks on plaintext
data. Nevertheless, addressing these threats in future research
will be important for advancing the robustness of PPML
systems.

C. THREAT MODEL
Our system operates under a client-server model, where the
client encrypts its private data and sends it to the server
for inference. The server hosts the model, which may either
be encrypted or in plaintext. After performing inference on
the client’s encrypted data, the server returns the encrypted
results to the client, who decrypts them locally. This setup
ensures that sensitive data from both the client and the server
remains secure during the process.

We assume a semi-honest adversarial setting, where the
server and client are trusted to follow the protocol but
may attempt to infer private information from the data they
process. Specifically:
• Server’s Perspective: The server may try to infer the
client’s private input from the encrypted data it receives
or from intermediate computations during inference.

• Client’s Perspective: The adversarial client may attempt
to extract information about the server’s model from the
inference results or communication patterns.

We do not consider attacks where the server actively
modifies the model or inference results, nor do we address
tampering with the communication channel, as we assume it
is secured by standard cryptographic means (e.g., TLS).

The primary assets we aim to secure include:
• Client’s Private Data: The client’s input data is encrypted
before being sent to the server. Homomorphic encryp-
tion (HE) ensures that this data remains encrypted
throughout the inference process, preventing the server
from learning any plaintext information.

• Server’sModel: The server’s model parameters, whether
encrypted or plaintext, are protected from the client.
HE prevents the client from gaining access to inter-
mediate computations or model details, safeguarding
intellectual property and proprietary information.

Homomorphic encryption forms the cornerstone of our
security model, providing a robust framework for privacy-
preserving inference. Specifically, all client inputs remain
encrypted during transmission and computation, preventing
unauthorized access or leakage to the server. The server’s
model, if encrypted, is protected against any adversar-
ial attempts by the client to extract its details. Since
HE supports computations directly on encrypted data, no

plaintext information is exposed at any point during infer-
ence. By combining these measures with a secure commu-
nication channel and assuming semi-honest participants, our
system effectively mitigates key privacy and security risks,
ensuring robust protection for both the client and the server

D. THE SECURITY ANALYSIS OF PRIVACY PRESERVING
XGBoost INFERENCE
In our security analysis design, we build target models with
the training data set, and the encoded model is stored in
the server as suggested in [15]. The target model owner
uses 16 split points for each variable in the feature set
containing 196 features in total and uses random values to
be used as dummy split points for the features with less
than 16 split points. Note that all split points (real and
dummy) are public to the model users. The attacker, which
aims to build substitute models, encodes and then encrypts
their training data as explained in Section IV and sends the
resulting encrypted query to the model server. After receiving
the encrypted model outputs, the attacker decrypts the results,
which are then used as labels to build substitute models.

As explained in Section IV, the model server cannot
disclose the encrypted user data, and the model users can
only learn about the model by interpreting the outputs of the
model. Therefore, we implement our security scenarios to
build substitute models with a selected malicious user, the
attacker. Furthermore, we assume that the malicious user (the
attacker) does not have expert knowledge, therefore, uses all
the features in the modeling phase as the particular subset
of features used in the target model are not disclosed. The
method used by the attacker for hyperparameter optimization
is explained in SectionV-D1. Also, the final substitutemodels
and their performance metrics are given in Section V-D2. The
attacker uses one (in scenario A) and two (in scenario B) of
the six operation sites’ data included in this study. Hence,
we hypothesize that the attacker’s training data does not have
adequate variation to recreate the target model using only
their own data set.

Even though the CKKS scheme is IND-CPA, the model
leaks information with every output, which is revealed to
the client, as mentioned previously. Hence, it is essential
to analyze how much an adversary, acting as a legitimate
client, might learn by querying the model. We conducted
experiments to investigate the security of a particular model
with respect to the number of queries granted to users.
As explained in Section III-A, our data set consists of data
points from six operation sites, each of which holds certain
amount of genuine data points.

In scenarioA, the data set of one (arbitrarily selected) site is
kept for the use of the attacker, and the model (target) is built
with the remaining data set. With scenario A, we simulate
a real-world case whereby an attacker with a smaller data
set queries the private model with its data, learns the results
of the inference for all patients, and tries to reconstruct the
target model or a model with comparable accuracy (stealing
the model ). In this scenario, 29% of the data set and 29%
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of the mechanically complicated patients are reserved for the
attacker.

In scenario B, data sets of two sites are kept for attacker
use: 39% of the data set and 33% of the mechanically
complicated patients. With scenario B, we simulate an attack
when a coalition of users with a relatively larger and diverse
set of data collude to steal the target model.

In the target model training phases, the data is split into
training and test samples with a 75%-25% ratio for both
scenarios. In the attack model training phase, training and test
samples are selected to ensure that the test data has at least
five mechanically complicated patients, that is, 75%-25%
for scenario A and 68.75%-31.25% for scenario B. We use
stratified sampling with respect to the presence of mechanical
complications.

Finally, the attacker or the attacking coalition of users can
produce synthetic data from their limited amount of genuine
data to increase their chances of stealing the target model.
Consequently, in each scenario, we have four attack options:
• Attack with the original attacking data set
• Attack with the original attacking data set+ 50 synthet-
ically generated data points

• Attack with the original attacking data set + 150 syn-
thetically generated data points

• Attack with the original attacking data set + 600 syn-
thetically generated data points

For generating the synthetic data set, we use Python’s
DataSynthesizer library to create synthetic data without
the response variable [39]. Since we work on a correlated
dataset, we initially want to use the correlated dataset mode,
but the algorithm fails to build Bayesian networks. The
authors in [39] suggest using the independent mode if the
computation times are infeasibly high or the amount of data
needs to be increased. Hence, we use the independent mode
to create the synthetic data sets. The descriptive statistics of
the substitute model training set of the important encoded
features of the target model as well as the synthetic dataset’s
descriptive statistics are presented to assess the goodness of
the synthetic datasets. Encoded values are presented instead
of real values because the attacker queries the model with
the encoded feature values. Furthermore, discrete two-sample
Kolmogorov-Smirnov (KS) [40] test p-values are reported to
assess if both sets are sampled from the same distribution.

The naïve method is chosen as the attack algorithm; we use
the XGBoost algorithm to build attacker (substitute) models.
In the rest of the paper, we refer to the models stolen by
attackers as substitute models. As the clinical models must be
sufficiently simple to consider in the surgery planning phases
due to explainability, we elect to build markedly shallow tree-
based models, which can make the target model especially
vulnerable against attackers that can query the model with
genuine and synthetic data points multiple times.

1) CROSS VALIDATION OF SUBSTITUTE MODELS
Two grid searches are conducted for each scenario usingAUC
as the performance metric since it is the suggested metric

to use in the documentation of the XGBoost algorithm [6].
Again, nine times threefold cross-validation is used for hyper-
parameter optimization. When selecting the best-performing
hyperparameter set, we pick the simplest ensemble with
an AUC value, which can be at least the maximum AUC
multiplied by validation size minus one divided by validation
size. We deem an ensemble simpler than another if it has
fewer trees, a higher gamma value, and greater minimum
child weights.2

The means (and standard deviation) of the area under the
receiving operating curve (AUROC), sensitivity, specificity,
area under the precision-recall curve (AUPRC), precision,
and F score are calculated for cross-validation analysis.

Note that we simulate the expert knowledge of the target
model building phase by using only the seven features that
are found significant in [20]. Since we assume that the
attacker (the malicious user) does not have expert knowledge,
the attacker uses all 196 features in the substitute model
construction phase. To adjust the XGBoost algorithm to
work with overly many features with a small data set, the
attacker also tries to optimize the column (feature) subsample
parameter.

2) MODEL OUTPUTS AND PERFORMANCE METRICS OF
SUBSTITUTE MODELS
To better assess the substitute models’ performance, the tuned
hyperparameter set is used to construct 270 different mod-
els with ten seeds and 27 folds used in cross-validation.
Models that perform best (with higher AUC) among those
270 models are used in the substitute model analysis. As we
use the column subsample parameter in our hyperparameter
tuning set, each node of the substitute models is chosen from
a subset of all features. Hence we add randomness to the
construction of the models and we use seeds to recreate the
substitute models.

We summarize the models in three sections. In the first
section, we create box plots of the accuracy, sensitivity,
precision, and F-score metrics of the test set, where the
accuracy figures of the validation sets are greater than 85%.
In the second, we create box plots of the gain values of
the features used by target models. Finally, in the third,
we examine the split points of each feature of the substitute
models and calculate their ratio to the split points of each
feature used by the target models. This analysis is conducted
using unique splits, meaning repetitions of the same split are
counted as one.

Next, we report the differences in the prediction accuracy
outcomes of the PPML and plaintext versions of the target
models with the substitute models’ training data as it is used
by the attacker to build substitute models. Furthermore, the
mean and standard deviations of the execution times of the
preparation of a single query, PPML inference computation

2The gamma value is the minimum loss reduction allowed to create a new
split, and the minimum child weight is the minimum sum of instance weight
to create the child node.
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for a single query, and decryption of the model output are
reported, along with the file sizes of the encoded input and
encrypted model output for a single query. Finally, we report
the execution times of tree score calculations separately and
ordering and node comparison operations together.

3) EXPERIMENTS WITH PUBLIC HEALTHCARE DATASETS
In [15] , Parkinson’s [41] and Heart Disease [42] datasets
are used to experiment with the proposed implementation in
this study to assess the effects of the number of trees in an
XGBoost model and the depth of the trees. Our proposed
model suggests using dummy leaves and trees to match the
lengths and depths of different models stored in the trusted
server, ensuring that the timings are independent of such
model features.

Execution times and accuracies of the PPML models are
observed. The presented timings for these datasets are for the
whole test sets to show that multiple queries at one time are
possible. Twenty percent of the datasets are reserved as test
sets.

VI. RESULTS
This section presents the security analysis scenarios’ outputs
and the execution times of privacy-preserving XGBoost
inferences for a single query. The descriptive statistics of the
features used by target models can be found in [20].

The classification and regression training (Caret) package
of the RStudio is used for cross-validation and training
of XGBoost models [43] alongside a data manipulation
package, ‘‘dplyr’’ [44].

A. DESCRIPTIVE STATISTICS OF SUBSTITUTE MODEL
TRAINING SETS
The means, standard deviations (SD), median values, and
first and third-quartile values of the encoded substitute model
training sets were presented in the first three columns of
Table 2. The accompanying synthetics datasets’ descriptive
statistics were also given for scenario parts 2,3 and 4 in the
remaining columns of Tables 2 and 3 in the same order,
including p-values of the two-sample discrete Kolmogorov-
Smirnov test results. Only the features in the target models
were presented with the feature importance order of the target
models. The original attacker training sets had 53 in scenario
A and 66 patient records in scenario B. Since all the reported
p-values are greater than or equal to 0.4, the null hypotheses
that original and synthetic datasets were sampled from the
same distribution were not rejected in each scenario part.

B. TARGET MODEL CROSS VALIDATION RESULTS
A single grid search was performed with 1500 parameter
combinations for selecting the best parameter set with the
lowest instrumented vertebra location (LIVLoc), estimated
blood loss (EBL), pre-operative ODI walking score (ODI-
ws), age, body mass index (BMI), the number of levels
fused multiplied by construct location (FusebyConsLoc),
and follow-up time after surgery (F-upTime) features. Five

different numbers of trees (3 − 7), two different maximum
depths (2, 3), five different learning rates (0.1 − 0.5), five
different gamma values (1 − 5), and six different minimum
child weights (5−10) parameters are tried. The positive scale
ratio is set to 5, as used in [20]. Performance metrics of the
cross-validation are presented in Table 4
The hyperparameters found for scenario A are 6 for the

number of trees, 2 for maximum depth, 0.4 for learning rate,
4 for gamma, and 8 for minimum child weight parameters.
For the scenario B, they are 5 for the number of trees, 2 for
maximum depth, 0.4 for learning rate, 1 for gamma, and 6 for
minimum child weight parameters.

C. TARGET MODEL PERFORMANCE METRICS
The final target models trained with found parameters and
the whole training set produced six trees with 20 leaves in
scenario A and five trees with 20 leaves in scenario B. The
confusion matrices of the training and test data are presented
in Table 5, and the accompanying metrics are in Table 6. Both
target models had tree depths of two, producing four leaf
nodes for each tree. Figure 3 represents all the trees of the
target model in Scenario B.

FIGURE 3. Encoded target model in Scenario B.

In Figure 4, the feature importance graphs for both
scenarios are presented, where we can conclude that EBL is
the most noteworthy feature in both scenarios.

The final tree ensemble built for scenario A has five (four
unique) EBL split points, four (two unique) F-upTime split
points, two (one unique) LIVLoc split points, two unique
ODI-ws split points, and one BMI split point. In scenario B,
the final ensemble has five (four unique) EBL split points,
three (two unique) age split points, one FusebyConsLoc split
point, two unique BMI split points, two unique ODI-ws split
points, and two unique F-upTime split points.

D. ANALYSIS OF THE SUBSTITUTE MODELS
In this section, we investigate the substitute models con-
structed by attacker(s) using their real (and synthetic) data
sets as queries to the target model in both scenarios.
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TABLE 2. Descriptive statistics of substitute model encoded training sets (Part 1).

TABLE 3. Descriptive statistics of substitute model encoded training sets (Part 2).

TABLE 4. Cross-validation results of target model building phases.

TABLE 5. Confusion matrices of the training and test sets.

1) CROSS-VALIDATION RESULTS
We performed two grid searches for each part of the security
scenarios and presented the results in Table 7 and the
accompanying hyperparameter set in Table 8. In Table 7,
cross validation results are given as means and standard
deviations (the latter in parenthesis). In both tables, each
scenario is divided into four scenarios indicating whether
synthetic data is also used in addition to real attack data. The
number appended to the scenario letter (e.g., A1) indicates the

FIGURE 4. Feature importance graphs of target models for Scenario A
and B.

number of synthetic data points used in the substitute model
construction. The numbers 2, 3 and 4 stand for 50, 150 and
600 synthetic data points, respectively, while the number
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TABLE 6. Performance metrics of the target model.

1 indicates only real data is used. Also, ‘‘GS’’ stands for
grid search, where we apply two different sets of parameters.
In the first one (i.e., GS1), we try 486 parameter combinations
with 5, 10, and 15 trees, maximum depth of 2 and 3, learning
rate of 0.1, 0.3 and 0.5, column subsample ratio of 0.6,0.8,
and 1, and minimum child weight of 1,4, and 8. In the second
parameter set used for the grid search (i.e., GS2), we operate
in the proximity space of the tuned hyperparameter set used
in GS1. On average, another 675 parameter combinations are
explored with five different numbers of trees, three different
learning rates, three different gamma values, three different
column subsample ratios, and five different minimum child
weights.

In Table 8, the scale positive weight is used to adjust the
classification threshold. It is set to the ratio of the number of
negative instances to positive instances.

As explained in Section III, we use a hyperparameter set
with an AUC value, which is not always the best, to keep
the model simple. We work with a hyperparameter set, whose
accuracy can be as low as the one obtained when one patient
is removed from the hyperparameter set, which gives the best
accuracy. We also work with hyperparameter set resulting in
fewer number of trees, a higher gamma value, and greater
minimum child weights in the given order for selection
criteria. For instance, in scenario B2, the hyperparameter set
tuned in GS2 is simpler than GS1 as both have acceptably
high AUC values, and there are fewer number of trees in the
former.

2) PERFORMANCE METRICS OF THE SUBSTITUTE MODELS
The performance metrics of the substitute models with
validation accuracy greater than 85% are presented in
Figures 5a and 5b, where 36, 125, 240, and 269 substitute
models are plotted in Scenarios A1 to A4 respectively,
while there are 265, 231, 198, and 27 substitute models in
Scenarios B1 to B4, respectively. In the figures, the solid
circles represent the performance metrics of the target models
on the attacker test data. The figures illustrate all eight
scenarios, which result in different number of substitute
models. In scenario B4, the tuned column subsample
ratio parameter is one according to cross-validation results.
Therefore, for each seed, the same ensemble is built; in the
end, we obtain 27 models instead of 270.

The best-performing attack of the scenario A queries
the target model with only real attacking data. The means

FIGURE 5. Box plots of performance metrics of the substitute models on
the attacker test set.

(standard deviations) of accuracy, sensitivity, precision, and
F-score are 0.49 (0.12), 0.62 (0.25), 0.32 (0.09), and
0.41 (0.10), respectively. When synthetic data used in
scenario A (scenarios A2-A4), the precision as well as
accuracy figures are reduced. The mean (standard deviations)
of accuracy are 0.31 (0.06), 0.36 (0.09), and 0.37 (0.11) for
scenarios A2-A4, respectively. Similarly, the best-performing
attack in the second scenario is B1, where the attacker queries
the model with the real data points. The means (standard
deviations) of accuracy, sensitivity, precision, and F-score
are 0.73 (0.06), 0.80 (0.05), 0.36 (0.04), and 0.50 (0.05),
respectively. The means (standard deviations) of accuracy
values are 0.63 (0.09), 0.61 (0.07), and 0.0.55 (0.06) for
scenarios B2-B4, respectively.
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TABLE 7. Cross-validation results.

TABLE 8. Hyperparameter set tuned with cross validation.

The differences between performance metrics of best-
substitute models and target models are 0.27, 0.18, 0.25,
0.26 for scenario A, and 0.04, 0, 0.04, and 0.03 for scenario B
for accuracy, sensitivity, precision, and F-score, respectively
(see Table 6). We discuss the reasons as to why scenario B
performs well is discussed in Section VII. The differences
between the accuracy value of the target model and the
average accuracy values of all four scenarios on the substitute
models’ test data set are 0.38 for scenario A and 0.14 for
scenario B, respectively. This shows that the substitute
models cannot match the performance of the target model in
both scenarios.

3) ANALYSIS OF FEATURE IMPORTANCE AND USED SPLIT
POINTS
Even though the accuracy values obtained in Section VI-D2
imply that adding a synthetic data set to queries do not
improve the substitute models’ performance, the feature
importance graphs can lead to different conclusion. As we
work on shallow ensembles with a low number of trees,

it can also be advantageous for an attacker to find out the
features used by the target model. To assess the similarity
of the feature importance of target and substitute models,
we provide the box plots of the gain values of the features
used by the target model in Figures 6 and 7. Again, substitute
models with validation accuracy greater than 85% were used
in this section and the solid circles represent the gain values
of the target model.

FIGURE 6. Box plots of gain values of the substitute models in attack
Scenario A.

In scenario A1, out of 36 models, the F-upTime feature is
used in 33 models, whereas LIVLoc and ODI-ws are used
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in only two models. In scenario A2, 25% of the substitute
models use the ODI-ws feature, 35% used the LIVLoc
feature, and 50% used EBL. In all models, BMI and the
F-upTime features are used. In scenario A3, EBL, ODI-ws,
and F-upTime features are used in 53%, 94%, and 99% of
the substitute models, respectively. BMI and LIVLoc features
are used in all substitute models. In scenario A4, EBL and
F-upTime features are used in 7% and 99% of the substitute
models. LIVLoc, ODI-ws, and BMI features are used in all
substitute models.

FIGURE 7. Box plots of gain values of the substitute models in attack
Scenario B.

In scenario B1, out of 265 models, the EBL, BMI, age,
and ODI-ws features are used in 98%, 48%, 4%, and 2% of
the substitute models, respectively. In scenario B2, the signal
from the age column is lost. EBL, BMI, FusebyConsLoc, and
F-upTime features are used in 98%, 80%, 48%, and 19%,
respectively. ODI-ws is used only once. In scenario B3, the
signal from FusebyConsLoc is lost. On the other hand, the
other five features employed by the target model are used
in the majority of the substitute models. ODI-ws, BMI, and
EBL features were in 84%, 94%, and 98% of the substitute
models. Age and F-upTime features are used in all of the
models. In scenario B4, out of 27 final substitute models,
2 used FusebyConsLoc feature, 13 of them used the EBL
feature, and all 27 models used the other features used by the
target model.

We compute two metrics for each scenario to assess the
feature importance comparison results. The first metric is
the average number of features common to both target and
substitute models, and the second metric is the average of the

sum of gain values of the substitute models of the features
used both in the target and substitute models. In scenario A,
the first metric measurements are 1.03 (21%), 3.10 (62%),
4.47 (89%), and 4.06 (81%) for scenario parts one to four,
respectively. Percentages given in brackets are the ratio of
this metric to the number of features used in the target
model. The second metric measurements are 0.22, 0.83, 0.93,
and 0.99 for scenario A, parts one to four, respectively. In
scenario B, the first metric measurements are 1.51 (25%),
2.46 (41%), 4.76 (79%), and 4.56 (76%) for scenario parts
one to four, respectively. The second metric measurements
are 0.92, 0.61, 0.71, and 0.89 for scenario B, parts one to
four. To assess the correct split point usages of the substitute
models, we present the following heatmaps for each scenario
in Table 9.

TABLE 9. Heatmaps of the percentages of target model split points used
in substitute models.

For each scenario, we summarize the correct usage of split
points in the substitute models presented in Table 9.

In scenario A1, the F-upTime feature is used 33 times,
and LIVLoc and ODI-ws twice. In four models, two target
model features are used together. Only once the algorithm
uses a target model split point of the F-up duration feature.
In scenario A2, on average, three target model features are
used. Substitute models use the target model’s BMI split
point correctly 24 times, one of the two F-upTime split
points correctly 11 times, one of the two ODI-ws split points
correctly twice, and one of the four EBL split points correctly
once. In scenario A3, on average, 4.6 target model features
are used. All substitute models use the target model’s only
LIVLoc split point correctly, and one of the two ODI-ws split
points correctly. Substitutemodels use the target model’s only
BMI split point correctly thirty-five times, one of the four
EBL split points correctly nine times, and one of the two
F-upTime split points correctly five times. In scenario A4,
on average, four target model features are used. All substitute
models use the target model’s only LIVLoc split point, and
one of the two ODI-ws split points correctly. Twenty-one
times, substitute models use the target model’s only BMI
split point correctly. On the other hand, none of the substitute
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models use the target model’s EBL and F-upTime split points
correctly.

In scenario B1, on average, 1.6 target model features are
used in substitute models. Forty-four times, substitute models
use the target model’s one of the four EBL split points
correctly, and twice use two of the four split points correctly.
Fourteen times substitutemodels use the targetmodel’s one of
the twoBMI split points correctly. In scenario B2, on average,
2.7 target model features are utilized in substitute models.
Forty-two substitute models use the target model’s one of
the four EBL split points correctly, and once a substitute
model uses two of the four split points correctly. Substitute
models use the target model’s one of the two BMI split points
correctly nineteen times, FusebyConsLoc split point correctly
four times, and one of the two F-upTime split points correctly
only once. In scenario B3, on average, 4.9 target model
features are utilized in substitute models. Substitute models
use the target model’s one of the two F-upTime split points
correctly twenty-four times, one of the four EBL split points
correctly twenty-three times, one of the two ODI-ws split
points correctly twenty times, one of the two BMI split points
correctly fourteen times, and one of the two age split points
correctly thirteen times. In scenario B4, on average, five
target model features are utilized in substitute models. In this
scenario’s final substitute model building phase, we use one
as the column subsample parameter. Therefore, the different
seeds produced the same models. The substitute models use
the target model’s one of the four EBL split points correctly
twice, and the other used two. All substitute models use the
target model’s one of the two age, and one of the two ODI-
ws split points correctly. The substitute models use the target
model’s one of the two BMI split points and one of the two
F-upTime split points correctly, twice.

E. EXECUTION TIMES AND FILE SIZES
We test the PPML inferences of the target models by
comparing the prediction results to the same public model.
To compare the accuracies of the public and privacy-
preserving XGBoost models, we use the training sets of the
substitute models in each attack scenario with fifty-three
and sixty-six patients in scenarios A, and B, respectively. In
both cases, the privacy-preserving XGBoost model results are
identical to the original model predictions.

In scenario A, the mean (standard deviation) duration to
prepare a single encoded query is 2.68 (0.09) seconds. The
mean (standard deviation) duration of encryption, including
key generation, is 4.50 (0.05) seconds. There are three
calculation steps before the final output, node comparison
value calculation, tree score calculation, and final masking
of the value. The mean (standard deviation) of the duration
of each step are 0.17(0.01), 0.12(0.01), and 0.07 (0.01),
respectively. The mean (standard deviation) duration of
decryption in scenario A is 0.02 (0.001), and the mean
(standard deviation) end-to-end duration of the whole process
is 7.56 (0.11) seconds.

In scenario B, the mean (standard deviation) duration to
prepare a single encoded query is 2.70 (0.06) seconds. The
encryption’s mean (standard deviation) duration, including
key generation, is 4.48 (0.05) seconds. The mean (standard
deviation) of the duration of node comparison calculation,
tree score calculation, and final masking are 0.17 (0.01), 0.12
(0.02), and 0.07 (0.004), respectively. The mean (standard
deviation) duration of decryption is 0.02 (0.001), and the
mean (standard deviation) end-to-end duration of the whole
process is 7.56 (0.08) seconds.
The encoded input and the encodedmodel outputs file sizes

are 1.605 MB and 191 kB for both scenarios for each query.
To evaluate the practicality of our privacy-preserving

XGBoost model, we compared its execution time to tradi-
tional, unencrypted inference methods. In our tests, the plain
model (without encryption) generates predictions in less than
1 millisecond per query. In contrast, the privacy-preserving
approach, which utilizes HE, experiences additional delays
due to encryption, decryption, and operations on encrypted
data.
In both scenarios, A and B, the average end-to-end

duration for privacy-preserving inference is approximately
7.5 seconds per query, as measured on our current hardware.
While these timings may improve with more powerful
servers, they still lag behind those of the unencrypted model.
Despite being slower than the unencrypted version,

the delay introduced by HE is reasonable for practical
applications, such as healthcare, where privacy is of utmost
importance. A response time of only a few seconds is still
acceptable, especially given the strong privacy guarantees
provided by HE. This comparison highlights that although
HE adds computational complexity, it remains a viable option
for use cases where privacy is a priority and the delay is
manageable with adequate infrastructure.

F. EXPERIMENTS WITH PUBLIC HEALTHCARE DATASETS
The Heart Disease [42] dataset consists of 303 patients
with 75 features and aims to predict the presence of heart
diseases, whereas the Parkinson’s [41] dataset consists of
197 patients with 23 features derived from biomedical voice
measurements. In both cases, it is a binary classification
problem, similar to predicting mechanical complications.
Reference [15] shows the difference in timing when the

depth of the ensemble is changed from 3 to 5 using the
Parkinson’s dataset. Seventeen features are used in both
models with 48 trees. The minimum encoding length for the
queries is 8, whereas the minimum batch size and the number
of rotations needed are 384 and 12, respectively.
The accuracies of the privacy-preserved Parkinson’s mod-

els, P1 and P2, are 90% and 93%. On the contrary, the plain
versions of the model achieve an accuracy of 93%. Model P1
has a relative error of 3%.
Reference [15] illustrates the difference in timing when

the number of trees in the ensemble is varied, using 24,
48, and 128 trees in the ensemble with the Heart Disease
dataset. Thirteen features are used in the final models, H1
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FIGURE 8. Execution times of privacy preserving Parkinson’s models.

to H3, where the depth of the ensemble is 2. The minimum
length of the encoding increases with the number of trees,
starting at 4 and increasing to 8 and 16 for ensembles with
48 and 128 trees, respectively. Furthermore, the minimum
batch sizes and rotations needed are 96, 384, and 2048, and 9,
12, and 15 for models H1 to H3, respectively.

FIGURE 9. Execution times of privacy preserving heart disease models.

The accuracies of the privacy-preserved Heart Disease
models, H1 to H3, are 89%, 90%, and 89%. In contrast, the
plain versions of the models achieve accuracies of 90%, 92%,
and 89% for models H1 to H3, respectively. The relative error
is 1% for the H1 model and 2% for the H2 Heart Disease
model.

VII. DISCUSSION
Our work is designed to investigate the possibility of using
the ML models of the European Spine Study Group (ESSG)
while protecting the intellectual property of the models and
preventing the leakage of sensitive information from user
data and the plaintext models, which can potentially expose
sensitive training data. We aim to find an acceptable query
limit for the other ASD surgery sites willing to benefit from
the model while the security of both the model and the query
data is preserved. The security of the CKKS scheme we used
in the implementation is IND-CPA; hence the safety of the
input data is held. Yet, with each query and the encoding
method itself, we are giving away some information about
the model with the query results.

Various algorithms have been developed in recent years to
‘steal’ a model with the query data of amodel. However, these
works mainly focused on complex models such as neural
networks. The two examples of such models are Copycat
CNN [45] and Knockoff Nets [46], where both methods
construct neural networks. In our study, we worked only with
the naïve method (the XGBoost algorithm) to attack as we
attempted to mimic the less complex target ensembles in the
attack section.

We have two issues regarding the weaknesses of our study
that we want to discuss. First, even though the attacker data
is split prior to building a model to be attacked (target),
the seven features used in the modeling phase are derived
from the whole dataset following the work [20]. This would
increase the chance of a successful attack as the attacker
data contributes to the feature selection method of the target
model-building phase. Second, we had to use the synthetic
data in the validation sets for scenario parts two to four
alongside the original dataset. This might contribute to the
loss of signals comparing parts 3 and 4 in both scenarios.
The average number of features used by target and attacker
models reduces from 4.47 to 4.06 and 4.76 to 4.56 in
scenarios A and B, parts 3 and 4, respectively. In Figure 4,
we observe some lost signals, even though the trend to use
the target model split points as we increase the query size
with synthetic data is visible.

One of the main technical challenges is the significant
computational overhead introduced by homomorphic encryp-
tion, particularly when performing operations necessary for
tree-based ensemble inferences, such as comparisons at each
node of the model trees [28], [29], [47]. The HE scheme
we used also needed to support summation as we needed
to sum all the tree scores, yet the bottleneck of the HE
schemes is comparison functions. Next, since the HEAAN
library uses approximation, we expected possible differences
between the accuracies of the PPML and public models. Yet,
because our ensembles are relatively shallow, no differences
were observed. Hence, there was no information loss due
to the usage of approximation of the HEAAN library.
This achievement indicates that our PPML strategies and
implementations were effectively designed to handle the
complexities associated with operating on encrypted data.
By ensuring that our encryption and privacy-preserving
techniques did not interfere with the core functionalities
and algorithms of the XGBoost models, we preserved the
integrity and accuracy of predictions. This success suggests
that it is possible to achieve high levels of data security
without sacrificing the performance of themodel, challenging
the common trade-off scenario often encountered in PPML
applications.

There was not enough evidence to conclude that means
of total timings differ by comparing the timing results of
both scenarios with the homoscedastic two-sample t-test.
(p-value 0.9) Yet the mean duration of encryption
computations varies (p-value 0.004), where the encryption
process took 0.2 seconds longer in scenario A on average.
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This might be the effect of one more tree in the ensemble.
As [25] suggested, further investigation is needed to pinpoint
the reason for the difference. We may overcome this problem
by fixing the tree size by adding dummy trees until the
number of trees reaches a predefined maximum number.

Advantages of using our proposed privacy-preserving
XGBoost, or any tree-based ensemble, inference algorithm
are no loss of accuracy with the ESSG dataset and feasible
timing results, as explained in the previous two paragraphs.
On the other hand, as we showed in the results section,
if there is no query limit the target models are susceptible
to leak sensitive information. Therefore, for each model,
an extensive security analysis is needed after the model
development process. This is the main disadvantage of our
proposed algorithm.

Even though there is no accuracy loss when using the
ESSG dataset, our implementation produced acceptable
relative errors (0–3%) in experiments with the Parkinson’s
and Heart Disease datasets. This indicates that accuracy loss
is dependent on the dataset and the model itself. The timing
results of these models show that the depth of the trees
is a crucial factor in execution times. The execution time
increases by a factor of 2.5 when the depth of the trees
is increased by two levels. Additionally, an increase in the
number of trees in a model results in a slight increase in
execution time. This is due to the increase in the number
of split values for a feature, which leads to an increase in
both the encoding length and the number of rotations. These
experiments also demonstrate that our proposed method can
be applied to other real-world problems, taking into account
the relative error for each specific scenario. The proposed
method is scalable, evenwhen an abundant number of dummy
trees and nodes are added, as evidenced by the timing results
of the ESSG dataset with plaintext models.

Since in proportionally aligned ASD patients according to
the GAP scoring methodology, it is more critical to detect
mechanical complications to treat them proactively. We build
highly sensitive models, resulting in low-precision target
models. (See Table 3) This leads to the decrease in the ratio
of the number of healthy patients over the number of patients
with mechanical complications diminishes from 4.9 (in the
whole dataset) to 2.1 and 1 in the original attacker training
set of scenarios A and B, respectively. Adding the synthetic
dataset to the query shifts this balance in favor of increasing
the number of mechanical complication predictions, as seen
in the decrease of scale positive weight parameter in Table 5,
which is the abovementioned ratio. Even though the attacker
cross-validation mean precisions are between 65% and 97%,
attacker models fail to achieve such precisions in the test set
because of this shift in both scenarios, parts 2-4.

Even though using more synthetic data does not increase
the performance metrics of the attacks, by logic, more
queries result in more information leakage, hence the risk
of disclosing the models. We see this when we analyze the
gain values of the attacker models. We observe a remarkable

difference between parts 2 and 3 in both scenarios’ average
target model features used in attacker models, increasing
from 62% to 89% and 41% to 79% in scenarios A and
B, respectively. Using part 3 results, attackers may adapt
new data generation methods by altering those features.
This would increase the information leakage from the
queried models. The heatmaps in Figure 4 validate our
decision because we see usages of correct split points using
150 synthetic data to the original dataset.

While our homomorphic encryption–based approach
robustly secures both patient data and model intellectual
property, it still faces several nuanced limitations. First,
although tree-based models are computationally friendlier
than deep neural networks, scaling to significantly deeper or
extremely large ensembles may increase ciphertext size and
polynomial-level operations, raising challenges in real-world
clinical environments where response times matter.Another
concern relates to clinical interpretability: despite using
a family of models (decision trees) that are typically
transparent, the intermediate logic remains sealed under
encryption, which may complicate compliance requirements
or second-opinion audits. Finally, we rely on external cryp-
tographic libraries that evolve rapidly, posing extra hurdles
for stable, long-term healthcare deployments. Addressing
these limitations, especially in high-stakes medical contexts,
is crucial for the widespread adoption of privacy-preserving
ML systems.

VIII. FUTURE WORK
Future research may address to enhance the scope and
applicability of this study. Expanding the number of par-
ticipant sites and increasing dataset sizes could improve
the generalizability of the findings and allow for more
robust statistical analyses. Larger and more diverse datasets
would better capture variability in real-world applications,
leading to a more comprehensive evaluation of the proposed
methodologies. Poisoning attacks can be addressed in a
federated learning study as a future work, since this research
focused on the inference phase of the modeling.

Our framework also shares its security assumptions with
lattice-based cryptographic constructions, which are the
foundation of new post-quantum signature schemes. For
example, Raccoon [48], a module-based signature scheme
built on the Module Learning With Errors (MLWE) problem,
has shown promise in achieving post-quantum security
while being resilient to side-channel attacks. Exploring how
advancements in PQC signature schemes can complement
or enhance the security of HE-based frameworks could
further contribute to the development of secure and efficient
PPML systems, particularly as these technologies continue to
advance in sensitive applications such as healthcare.

IX. CONCLUSION
To conclude, it would be safe to allow 100 queries
following the assessment in the discussion. In part 2 of
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both scenarios, more than 100 queries are used. In both
scenarios, 50 synthetic data is queried along with the original
attacker dataset, excluding the test data. 103 and 116 times,
the ensemble is queried in parts two of scenarios A and B,
respectively. The maximum patient number of the sites that
participated and the timespan of the surgeries in this work are
70 patients and ten years, respectively. Hence the query limit
would be sufficient for 14 years, referencing the mentioned
site. Last, a single query’s timings and file sizes to the privacy-
preserving model inference are adequate for practical usage.

First, while Parra-Ullauri et al. [7] successfully encrypt
data during training, they do not thoroughly address
inference-specific threats such as model-stealing. By design,
our protocol includes query-based protections that limit
adversaries’ ability to reverse-engineer the model, thereby
safeguarding the model’s IP. Second, although Lee et al.
[8] and Chen et al. [9] employ homomorphic encryption
for healthcare applications, they place heavier emphasis on
protecting data holders and often report more significant
slowdowns. In contrast, we retain near-identical model
metrics (identical in the ESSG dataset) and manageably short
inference times, thus achieving a more practical runtime
profile for real clinical environments. Third, approaches
using differential privacy—for example, Wei et al. [10] —
can provide robust formal guarantees across distributed or
federated systems but may degrade final model performance
due to injected noise. Finally, whileWu et al. [11] and Hassan
et al. [12] address tree-based ensembles under encryption,
their work primarily secures patient data alone. Our method
provides additional query-limiting mechanisms, preventing
adversaries from gleaning critical threshold splits or leaf
values that would expose the model’s design. This more
holistic approach strengthens end-to-end security—covering
not only data privacy but also the intellectual property of
the model in high-stakes clinical settings. By focusing on
inference protection, we pave theway for broader deployment
of third-party analytics in healthcare, ensuring that both
patients and model owners remain safe from advanced
threats.

The major limitation of this study is the need for well-
organized adult spinal deformity datasets. We overcome this
by using synthetic datasets to increase the possible substitute
model queries. Both weaknesses discussed in the discussion
section are the consequence of using a relatively small dataset
compared to other (privacy-preserving) machine learning
studies.

We, as the authors, believe that such machine learning
models (i.e., our target models) may contribute to the success
of the related industry. When the security of both the model
and the user data is secured, their usage will give an incentive
to share and query such ML models.
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